Department of Social Welfare and Development  gaconc piipinas

CCTG Order No.0 §
Series of 2026

GUIDELINES ON THE 4Ps INFORMATION SYSTEM (4Ps IS) ACCESS LEVELS

RATIONALE

The 4Ps Information System (4Ps IS) serves as the central information backbone
of the Pantawid Pamilyang Pilipino Program (4Ps), containing sensitive
beneficiary records, compliance and case management information, and data
that support grant processing and other critical transactions. Considering the
scale of program coverage and the nature of information processed, the
Department must institutionalize clear, standardized, and enforceable guidelines
on user access management to ensure that 4Ps IS access is granted strictly on

the basis of official mandate, job function, and organizational accountability.

The formal adoption of 4Ps IS access level guidelines is therefore necessary to
strengthen compliance with Republic Act No. 10173 (Data Privacy Act of 2012)
and Republic Act No. 11310 (4Ps Act), particularly on safeguarding personal
information and ensuring the security and integrity of information systems
supporting program implementation. Moreover, these guidelines operationalize
modern security controls through Role-Based Access Control (RBAC) and the
principle of least privilege, ensuring that users can access only the minimum data
and modules required to perform their assigned functions. This approach
reduces the risk of unauthorized access, misuse, or inadvertent disclosure,
establishes a clear audit trail for accountability, and reinforces public trust by

protecting the confidentiality, integrity, and availability of 4Ps IS data.

LEGAL BASES

These Guidelines are issued pursuant to and consistent with the provisions of

the following laws and regulations:

1.  Republic Act No. 10173 (Data Privacy Act of 2012): This law mandates
the protection of individual personal information and the creation of

systems to ensure data security.

1.1.  Section 20 (Security of Personal Data) and Section 21 (Security of
Sensitive Personal Information): Require the implementation of
appropriate organizational, physical, and technical measures to

protect data.

1.2. Section 24: Outlines penalties for public officials or private citizens
who insert false information into the registry or divert funds from

qualified beneficiaries.

2.  Republic Act No. 11310 (An Act Institutionalizing the Pantawid Pamilya

Pilipino Program): Provides the legal framework for the 4Ps.
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2.1. Section 10 (Information System and Registry): Mandates the
establishment and maintenance of a reliable and secure
information system for the program.

2.2. Section 24: Imposes criminal penalties, including imprisonment (1
month to 1 year) and fines (10,000.00 to 100,000.00), for
altering facts in the registry to aid unqualified individuals.

3. DSWD Department Order (DO) No. 11, Series of 2018 (DSWD Data
Privacy Policy): Outlines specific data privacy policies and security
measures to be observed within the Department.

3.1. Section 4.1 (Organizational Security Measures) and Section 4.3
(Technical Security Measures): Cover protocols for access control
and user authentication.

4. Executive Order No. 2, Series of 2016 (Freedom of Information): While
promoting public access, this EO recognizes existing laws that restrict
disclosure, ensuring that sensitive personal information in the PPIS
remains protected as an exception.

5. Existing DSWD/4Ps Memoranda and Circulars: Includes all current
operational use, security, and data sharing protocols of the PPIS as
updated by the Department's Management Committee.

OBJECTIVES

These Guidelines aim to achieve the following objectives:

1. To institutionalize standardized and enforceable 4Ps IS access levels
aligned with organizational roles, mandated functions, and accountability
requirements across all implementing units.

2. To strengthen compliance with Republic Act No. 10173 (Data Privacy Act
of 2012) and Republic Act No. 11310 (4Ps Act) by ensuring the
confidentiality, integrity, and appropriate protection of beneficiary and
program data within 4Ps [S.

3. To operationalize Role-Based Access Control (RBAC) and the principle of
least privilege to minimize risks of unauthorized access, misuse, and data
breaches, while ensuring system security and an auditable trail of user
actions.

DEFINITION OF TERMS

Access Level: Refers to the defined set of permissions and privileges assigned to
a User, determining the specific data they can view and the functions they can
execute (e.g., read, write, update, delete) within the 4Ps Information System.
Data Owner: Refers to the official responsible for the integrity and management
of a specific data set or 4Ps Information System Module (e.g., National Program
Manager).

4Ps Information System: Refers to the official, centralized database system
utilized by the DSWD to store, process, and manage all data related to the 4Ps,
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such as but not limited to beneficiary profiles, compliance, payments, and
grievances.

e 4Ps Information System Module: Refers to a specific functional component of the
system such as but not limited to the Beneficiary Data Management System
(BDMS), Compliance Verification System (CVS), Grievance Redress System
(GRS), Social Welfare and Development Indicator-Information System
(SWDI-IS), and Payroll Management System (PMS).

e Role-Based Access Control (RBAC): Refers to a security method where access
to the system is based on the role the User holds within the organization, not the
User's identity.

e System Administrator (SysAd): Refers to the authorized personnel, typically from
the Information and Communications Technology Management Service (ICTMS)
or its equivalent, responsible for managing the 4Ps IS infrastructure, user
accounts, and security configurations.

e User: Refers to any DSWD employee, attached agency personnel, or authorized
external partner granted credentials to access and utilize the 4Ps IS.

V. SCOPE AND COVERAGE

These Guidelines shall apply to the following entities and components of the
program:

1. All Users: This includes all DSWD personnel, including contractual and
contract of service (COS), attached agency personnel, and authorized
partner agencies who require and are granted access to any 4Ps IS
Module across all levels of implementation, including National, Regional,
Provincial, and Municipal offices.

2. All 4Ps IS Modules: Coverage extends to all current and future functional
components and databases comprising the 4Ps IS, such as but not limited
to: Beneficiary Data Management System (BDMS), Compliance
Verification System (CVS), Grievance Redress System (GRS), Social
Welfare and Development Indicator-Information System (SWDI-IS), and
Payroll Management System (PMS).

3. All Data: The guidelines govern all beneficiary-related data, compliance
data, financial records, and operational information processed and stored
within the 4Ps |S.

V. GENERAL POLICIES

To maintain the security and integrity of the 4Ps IS, the following general

policies are established:

1. System access is strictly limited based on the user's role within the
organization rather than their identity, ensuring permissions are granted
only for data and functions necessary for official duties.

2. All users are required to use Multi-Factor Authentication as a technical
control for accessing the 4Ps IS to prevent unauthorized entry.

3. Access is contingent upon the explicit acceptance of the "System-User
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Agreement (SUA)" during login, ensuring the user consents to the terms
governing the protection of sensitive personal information.

Users are granted the minimum level of access required to perform their
assigned caseload and module duties.

Every action taken within the system must be traceable to an authorized
user to ensure transparency and accountability in system usage.

Access privileges for field implementers (e.g., C/MLs, SWAs) are strictly
limited to their assigned Municipality, City, or Province.

Users are required to renew their Non-Disclosure Agreement (NDA),
Contractual Agreement, and System-User Agreement on an annual basis
to ensure continued compliance with the Data Privacy Act of 2012.

VIl. PROCEDURAL GUIDELINES

1

Access Request

1.1.  All new users must initiate their access through the official portal of
4Ps IS. Multi-Factor Authentication (MFA) is required for all 4Ps IS
logins.

1.2. Every user (new and existing) must explicitly consent to the
System-User Agreement (SUA) pop-up during login, which
reinforces the terms of data protection. The SUA contains the
Non-Disclosure Agreement (NDA) and a Contractual Agreement,
agreeing to SUA is a prerequisite for system access.

1.3. The Regional Information Technology Officer (RITO) facilitates the
assignment of specific modules and caseload areas.

2. Access Review and Modification

2.1. The 4Ps NPMO Business Process Solutions Section (BPSS) shall
conduct a mandatory audit of all active accounts every year to
ensure access levels remain consistent with current duties.

2.2. Any change in designation or area of assignment requires a new
Special Order (SO) to be submitted within seven (7) working days.

2.3. Accounts for temporary activities must have a defined expiration
date specified at the time of the request (e.g. audit by COA).

3. Access Revocation and Deactivation

3.1.  Upon the separation, resignation, retirement, or termination of a
User, the immediate supervisor shall immediately notify the
Regional Director and the RITO to revoke the access within
twenty-four (24) hours of the final day of service.

3.2. For Users on official leave for a period exceeding thirty (30)
calendar days, their 4Ps IS access shall be temporarily deactivated
and reactivated only upon their return through a formal request.

3.3. The SysAd, upon recommendation of the Data Privacy Officer
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(DPO) or the National Program Manager, shall immediately revoke
the access of any User found to violate these Guidelines, the Data
Privacy Act, or any other DSWD policy.

4. All 4Ps IS users are required to renew their NDA, Contractual
Agreement, through the System-User Agreement on an annual basis
to ensure ongoing compliance with RA 10173 and evolving program
requirements.

5. These guidelines introduce the Annex A (Encode, Review, and
Approve on 4Ps IS modules), which hereby supersedes the “Encoding
Access” provision in the CCTG Order No. 13 (attached as Annex B).
All access levels for City/Municipal Links (C/MLs), Municipal Roving
Bookkeepers (MRBs), and Social Welfare Assistants (SWAs) shall now
be governed by the updated standards in Annex A.. The new details
are as follows:

5.1. Availability of the C/ML encoding access. VI. 1.5 of these
guidelines states that: “While C/ML can review SWA or MRB
encoded transactions, the C/ML can encode transactions if the
C/ML has no assigned SWA or MRB and/or as need arises.”

5.2. Incorporating the approval of client status based on the
program and system policies.

5.3. Added accept/review conditions on encoding transactions
crucial to grants such as Child Selection and Change of
Address which is deployed in the 4Ps [S.

6. General Provisions for Data Handling

6.1. Review and Approval: All override transactions or encoding
transactions performed outside standard system validation are
subject to review and approval by the C/POO, RPMO, or
designated technical personnel.

6.2. Conditional Encoding: While C/MLs primarily review SWA or
MRB transactions, they are authorized to encode transactions
directly if no SWA or MRB is assigned or as operational needs
arise. CMLs, SWAs, MRBs can encode transactions outside
the system validation in the 4Ps IS, but are subject for review
and approval by the C/POO and/or RPMO user groups.

VIIl. INSTITUTIONAL ARRANGEMENTS

To ensure the secure and efficient operation of the 4Ps IS, access roles and

privileges are categorized into five primary tiers based on the user's official role

and mandated functions:

1. DSWD Central Office (CO) System Administrator which includes
ICTMS, and the 4Ps NPMO-BPSS are the 4Ps IS System Administrators
(SysAd). They hold full system access to create, modify, or archive
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configurations; manages all user accounts; defines system parameters;
and generates nationwide reports.

4Ps National Program Management Office (NPMO) Module
Administrator which includes4Ps NPMO National Program Manager
(NPM), Deputy Program Manager (DPM), 4Ps NPMO Division Chiefs
(DCs), and Division System Focals. They grant/ approve module-specific
access to concerned divisions; manages NPMO-level system parameters;
adds features specific to program modules; and validates nationwide
program data.

Regional Program Management Office (RPMO) which includes
Regional Director (RD), Regional Program Coordinator (RPC), Regional
Information  Technology Officer (RITO), Computer Maintenance
Technologists (CMTs), and various Regional Officers (Data, Compliance,
Grievance, Case Management, Financial, etc.). They manage user
accounts within their region; perform data cleansing and regional report
generation; and hold read/write/update/discard privileges strictly for their
respective region.

The RITO, assisted by CMTs, is specifically responsible for assigning user
access levels in the region. RITO will have the user management of the
regional access level and, assisted by the CMTs, be responsible for
assigning user access levels in the region.

All override transactions or encoding transactions outside the system
validation are subject to review and approval by the RPMO technical
personnel.

Provincial Operations Office (POO) Supervisor which includes
Provincial Link (ProvLink), Cluster Beneficiary Data Officers (CBDO),
Provincial/Cluster Grievance Officers (P/CGO), and other Provincial
technical personnel. They hold moderate access to monitor city/municipal
compliance; generate provincial reports; and perform limited data
corrections (read/view/discard) for their assigned province. The ProvLink
is responsible for assigning areas to the POO technical personnel.

All override transactions or encoding transactions outside the system
validation are subject for review and approval by the POO technical
personnel.

City/Municipal Operations Office (C/MOO) Field Implementers which
includes Social Welfare Officer (SWO), City/Municipal Link (C/ML), Social
Welfare Assistant (SWA), Municipal Roving Bookkeeper (MRB), and other
C/MOO encoders. They hold operational access as primary data
encoders; authorized to read, write, update, and discard unapproved
entries strictly within their assigned municipality/city for modules like BUS,
CVS, and GRS. The SWO IllI is responsible for assigning specific areas
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