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NPMO Order No. @&
Series of 2024

DATA PRIVACY GUIDELINES FOR THE CONDUCT OF 4Ps EVENTS, AND VIDEO,

AUDIO, AND PHOTO DOCUMENTATION AND COVERAGE

INTRODUCTION

The Pantawid Pamilyang Pilipino Program (4Ps) aims to empower vulnerable
households through the provision of conditional cash grants and other
complimentary services from its partner stakeholders.

Aside from making significant impacts on the lives of the active 4Ps households, the
4Ps also envisions promoting the program, showcasing its impact, and sharing
success stories.

The Social Marketing Division (SMD), as the communication arm of the program,
uses social marketing and advocacy strategies to promote program goals and
objectives, gain social acceptance and support, foster significant values in health
and education, and advance positive and productive changes in the lives of its
beneficiaries. This can be done through video and photo documentation and
coverage of 4Ps activities as well as the conduct of various events related to the
program.

However, as it celebrates and documents the milestones and achievements of 4Ps
beneficiaries and the program itself, it is also essential and imperative to prioritize
the privacy and rights of individuals involved in these events and photo and video
documentation and coverage.

Hence, the implementation of data privacy guidelines for events and coverages
ensures that the rights and privacy of individuals are safeguarded, aligning with the
Data Privacy Act of 2012 (Republic Act No. 10173) and other relevant regulations.

Assistant Secretary Irene Dumlao, who is also the agency's Data Privacy Officer
(DPO), issued a memorandum dated 2 July 2024, urging the Offices, Bureaus,
Services, and Field Offices of the DSWD to adhere to the Data Privacy Act of 2012
during the conduct of different activities in which photos and videos are captured and
recorded. These include workshops, meetings, or other similar events.

As such, the SMD crafted the data privacy guidelines for the conduct of 4Ps events,
as well as video, audio, and photo documentation, recordings, and coverages.
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LEGAL BASES

1. Republic Act (RA) No. 10173 or the Data Privacy Act of 2012

2. Implementing Rules and Regulations of the Data Privacy Act of 2012

3. RA No. 6713 or the Code of Conduct and Ethical Standards for Public
Officials and Employees

4. Memorandum Circular (MC) No. 21, series of 2012 or the Enhanced
Guidelines on the Code of Conduct for Personnel of the Department of Social
Welfare and Development

5. National Privacy Commission (NPC) Circular No. 03, series of 2020 or Data
Sharing Agreements

6. NPC Circular No. 03, series of 2016 or Personal Data Breach Management

OBJECTIVES

The general objective of this document is to ensure compliance with data privacy
laws and protect the rights of individuals, especially of 4Ps beneficiaries, during
video and photo documentation, as well as during the events organized by 4Ps.

Specifically, this provides guidelines and protocols for the conduct of events, as well
as for capturing and recording photos, audio, and video of 4Ps beneficiaries, that
recognize their data privacy.

SCOPE/COVERAGE

These guidelines apply to all 4Ps personnel, both in the NPMO and RPMOs,
involved in conducting events and handling a role in photo and video documentation
and coverages, including but not limited to information officers, project development
officers, and city/municipal links.

The protocols included in this document also cover all 4Ps activities, whether virtual
or face-to-face, including but not limited to meetings, workshops, trainings,
interviews, and other similar events.

KEY PRINCIPLES

4Ps is committed to upholding the highest standards of data privacy and protection
during all its events, including photo and video documentation and coverage.
Ensuring the privacy and security of personal data collected during these activities is
important to uphold the values of respect, integrity, and accountability in the
program.

This document outlines key principles to safeguard the personal information of
program beneficiaries, partners, and personnel, aligning with the Data Privacy Act of
2012, and ensuring that the rights and privacy of individuals are respected and
protected throughout the program’s documentation and coverage processes.
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1. Informed Consent

e |t is required to obtain explicit consent from individuals (subjects)
before capturing their images or videos. This includes informing them
about the purpose, extent, and potential use of the data, as well as,
photographs and video materials.

e Clear information about how the footage will be used (e.g., for
promotional materials, social media, reports, archiving), stored, and
shared should also be provided prior to recording or documentation.

2. Limited Use
e The use of the collected data should only be for the purposes stated at
the time of consent.
e Repurposing data for any activities or publications outside the initial
consented purposes without reobtaining consent should be avoided.

3. Anonymity and Privacy
e Where possible, anonymize footage to protect the identity of
individuals, especially in sensitive situations.
e Avoid capturing identifiable information unless necessary and
consented to.

4. Storage and Security

e All video and photo documentation should be securely stored to
prevent unauthorized access. For hard copies of photos, videos, and
other documents, a vault or filling cabinet with lock should be
allocated.

e Access to the materials shall only be limited to authorized personnel,
ensuring that handling and processing are conducted with utmost
confidentiality.

5. Rights of Individuals
e Prior to recording and documenting, individuals or subjects should be
informed of their rights regarding their data, including the right to
access, correct, or delete their information.

OPERATIONAL GUIDELINES AND IMPLEMENTING MECHANISMS

As part of its commitment to protecting the privacy and personal data of its
beneficiaries, subjects, and participants, the following procedures for conducting
events, including photo, video, and audio documentation should be followed.

The following implementation procedures outline the steps to be taken before,
during, and after events to safeguard the personal information of all individuals
involved.

Events:
- Before the event begins, make a clear announcement that photos and videos
may be taken during the whole duration of the activity. If the event will be
live-streamed online, this should also be made clear to the participants.
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VIL.

- It is also encouraged to place clear and visible signs at event venues or a
presentation slide before the event, informing attendees that the event will be
recorded and/or photographed.

This covers both physical or face-to-face or online or virtual events, meetings,
workshops, and training sessions, among others.

A sample of the script to be read before the event is attached to this
document. (See Annex A)

Photo and Video Shoot:
- Seek verbal and written consent before taking photo and video shots or
interviews of individuals.
- Discuss the extent of use and storage of the photos and videos to be taken.

This covers interviews, photoshoots, and other activities that need capturing
of videos, photos, and audio of subjects.

The consent form is attached to this document. (See Annex B)

Post-event and post-photo/video coverage:
- Store collected data, including photos, videos, and audio recordings, securely
with restricted access.
- File the signed consent in a folder.

By following these procedures, the 4Ps program ensures that the privacy and data
security of all participants are maintained, fostering trust and compliance with data
protection laws.

EFFECTIVITY

This NPMO order shall take effect immediately/ Let copies of this NPMO Order be
disseminated to the 4Ps NPMO and RPMO Personnel for guidance, reference, and
compliance.

ey 7™
Issued in Quezon City this 2y day of /4"2"‘(‘&024.

Approved/Disapproved:

Director IV and National Program Manager
Pantawid Pamilyang Pilipino Program

GEMMA%. GABUYA g('
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ANNEX A
Sample script/text

Please be informed that the Department of Social Welfare and Development may be taking
photographs and audio-visual recordings, images, appearances, and performances of
participants for the purpose of [indicate the specific purpose].

The photos and videos may be recorded and published on various websites and social media
pages. They may also be reproduced in various media platforms, including social and welfare
development publications, social networks, and press releases, in connection with a specific
event or promotional activities.

There will be no financial or other remuneration for any such use of name, picture, image,
appearance, or performance. If you do not want your image or voice to be used as described
above, please inform the event organizer immediately.
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ANNEX B

PHOTOGRAPH, VIDEO, AND AUDIO
RECORDING CONSENT, WAIVER, AND RELEASE
FORM

L do hereby give consent to the
Department of Social Welfare and Development (DSWD) and its authorized representative/s to:

Ako si , ay pinahihintulutan ang Kagawaran ng
Kagalingan at Pagpapaunlad Panlipunan at mga kinatawan nito na:

_ Take photograph/s

Kumuha ng/mga larawan
_ Record my voice

Mag-rekord ng aking boses
_Video Record

Mag-rekord ng bidyo
__Video stream/Livestream via web

Mag-video stream/livestream sa web
__Publish my story online and share it with the media

llathala ang aking istorya online at ibahagi ito sa mga media

_ Others, please specify

Iba pa, pakibanggit
at the
sa

Name of activity/event:

Pamagat ng aktibidad

Venue/location

Lugar
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Date and time

Petsa at oras

For the purpose of:
Para sa mga sumusunod na kadahilanan:

_ Editing the raw materials to produce/package an Audio-Visual Presentation (AVP) and
other forms of presentation

Pag-edit ng mga material upang gumawa/bumuo ng isang Audio-Visual Presentation (AVP) at
iba pang mga uri ng presentasyon

_ Uploading the materials and my story to all DSWD platforms, including its official
website, YouTube, and/or Facebook Page

Pag-upload ng mga materyal at ng aking kuwento sa iba’t ibang platform ng DSWD tulad ng
opisyal na website, YouTube, at Facebook Page nito

_ Livestreaming using the social media accounts and website of the DSWD
Pag-livestream gamit ang mga social media accounts at website ng DSWD

_ Keeping the materials for documentation and archival purposes.
Para sa dokumentasyon at pag-arkayb ng mga materyal.

By consenting, | am allowing the DSWD or any of its authorized representatives to undertake
the above-mentioned activities, and | am irrevocably waiving my rights against any action,
claims, interest, rights or causes of action (including but not limited to those from third parties)
arising from or in connection with the use, processing, and/or publication of my name, photos,
images, testimonials, affiliation(s) or likeness but only for the particular purpose originally
intended and made known to me. Further, | agree that DSWD may process my personal
information in accordance with Data Privacy Act of 2012.

Sa aking pagpayag, pinahihintulutan ko ang DSWD o ang sinumang awtorisadong kinatawan nito na
isagawa ang mga aktibidad na nabanggit sa itaas, at sa pamamagitan nito ay hindi ko na mababawi ang
aking mga karapatan laban sa anomang aksyon, paghahabol, interes, karapatan o dahilan ng pagkilos,
anoman ang maaring magmumula sa o magreresulta mula sa paggamit, pagproseso, at/o publikasyon
ng aking pangalan, mga larawan, mga imahe, mga testimonyal, o anomang natutulad dito, ngunit para
lamang sa partikular na layunin na orihinal na nilayon at ipinaalam sa akin. Dagdag pa rito,
sumasang-ayon ako na maaaring iproseso ng DSWD ang aking personal na impormasyon alinsunod sa
Data Privacy Act of 2012.

| acknowledge that all such photographs, videos, or audio recordings, as well as its digital
copies and any reproduction thereof, shall remain the property of the DSWD and it may use
these as deemed necessary for the particular purpose for which they were initially intended and
gathered. | further understand that these copies may appear publicly as part of DSWD’s website
and/or other social marketing materials.

Sumasang-ayon din po ako na ang mga larawan, bidyo, audio recording, maging ang mga kopyang
digital at mga reproduksyon nito ay mananatiling pag-aari ng DSWD at maaaring magamit sa anomang
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oras na ito ay kailanganin para para sa partikular na layunin kung saan ito ay unang inilaan at natipon.
Nauunawaan ko rin po na ang mga kopya nito ay maaaring maipakita sa publiko bilang bahagi ng
website ng DSWD at sa iba pang materyal na pang-social marketing.

| warrant that | am at least 18 years old and that | am competent in my own name as far as this
consent is concerned. | further attest that | have read this consent form and fully understand its
contents and that an authorized representative/s from the DSWD explained the same.

Pinapatotohanan ko na ako ay nasa sapat at legal na edad at may kakayahang kumatawan sa ilalim ng
aking pangalan kaugnay ng pahintulot na ito. Akin din pong pinatototohanan na aking nabasa ang
consent form na ito at lubos kong nauunawaan ang mga nilalaman nito at naipaliwanag din ito sa akin ng
kinatawan ng DSWD.

Name

Pangalan

Date of Birth : / /

Araw ng Kapanganakan

Signature

Lagda

Date : / /

Petsa

Attached Annex C: Rights of the Data Subject
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ANNEX C

RULE VIl OF THE IMPLEMENTING RULES AND REGULATIONS OF REPUBLIC ACT NO. 10173,
ALSO KNOWN AS THE “DATA PRIVACY ACT OF 2012

Section 34. Rights of the Data Subject. The data subject is entitled to the following rights, based on the
National Privacy Commission:

The right to be informed

As a data subject, you have the right to be informed that your personal data will be, are being, or were,
collected and processed.

The Right to be Informed is a most basic right as it empowers you as a data subject to consider other
actions to protect your data privacy and assert your other privacy rights.

The right to access

You have a right to obtain from an organization a copy of any information relating to you that they have on
their computer database and/or manual filing system. It should be provided in an easy-to-access format,
accompanied by a full explanation executed in plain language.

You may demand access to the following:

The contents of your personal data that were processed.

The sources from which they were obtained.

Names and addresses of the recipients of your data.

The manner by which they were processed.

Reasons for disclosure to recipients, if there were any.

Information on automated systems where your data is or may be available, and how it may affect
you.

Date when your data was last accessed and modified

e The identity and address of the personal information controller.

The right to object

You can exercise your right to object if the personal data processing involved is based on consent or on
legitimate interest. When you object or withhold your consent, the PIC should no longer process the
personal data, unless the processing is pursuant to a subpoena, for obvious purposes (contract,
employer-employee relationship, etc.) or a result of a legal obligation.

In case there is any change or amendment to the information previously given to you, you should be
notified and given an opportunity to withhold consent.

The right to erasure or blocking

You have the right to suspend, withdraw or order the blocking, removal or destruction of your personal
data. You can exercise this right upon discovery and substantial proof of the following:

Your personal data is incomplete, outdated, false, or unlawfully obtained.

It is being used for purposes you did not authorize.

The data is no longer necessary for the purposes for which they were collected.

You decided to withdraw consent, or you object to its processing and there is no overriding legal
ground for its processing.
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e The data concerns information prejudicial to the data subject — unless justified by freedom of
speech, of expression, or of the press; or otherwise authorized (by court of law)

e The processing is unlawful.

e The personal information controller, or the personal information processor, violated your rights as
data subject.

The right to damages

You may claim compensation if you suffered damages due to inaccurate, incomplete, outdated, false,
unlawfully obtained, or unauthorized use of personal data, considering any violation of your rights and
freedoms as a data subject.

The right to file a complaint

If you feel that your personal information has been misused, maliciously disclosed or improperly disposed,
or that any of your data privacy rights have been violated, you have a right to file a complaint

The right to rectify

You have the right to dispute and correct any inaccuracy or error in the data a personal information
controller (PIC) hold about you. The PIC should act on it immediately and accordingly unless the request
is vexatious or unreasonable. Once corrected, the PIC should ensure your access and receipt of both
new and retracted information. PICs should also furnish third parties with said information, should you
request it.

The right to data portability

YOU remain in full control of YOUR data. Data portability allows you to obtain and electronically move,
copy or transfer your data in a secure manner, for further use. It enables the free flow of your personal
information across the internet and organizations, according to your preference. This is important
especially now that several organizations and services can reuse the same data.

Data portability allows you to manage your personal data in your private device, and to transmit your data
from one personal information controller to another. As such, it promotes competition that fosters better
services for the public.
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